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Abstract

This technical walkthrough takes you through the process that administrators go through to obtain and
manage certificates in the Microsoft® Windows® 2000 operating system, using the Certificates
Microsoft Management Console (MMC) snap-in. End-user scenarios are covered in a separate
walkthrough.
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INTRODUCTION

This technical walkthrough takes you through the process that administrators would
go through to obtain and manage certificates in Microsof® Windows® 2000 using
the Certificates Microsoft Management Console (MMC) snagin. End-user scenarios
are covered in a separate walkthrough.

Prerequisites
This technical walkthrough assumes the following environment:

You are using Windows 2000 build 1943 or later in aWindows 2000 domain.
You are a domain administrator or the administrator of the local computer.
There is a Windows 2000 Certification Authority running Enterprise policy in the
domain.
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ADVANCED
CERTIFICATE
MANAGEMENT IN
WINDOWS 2000

Manag

ing User Certificates

This section explains how to use the Certificates MMC snagn to manage
certificates.

To start the Certificates MMC snapin

1. Start the MMC: from the Start menu, click Run. Type mmc and click OK.

RN
T

Type the name of a program, folder, document, ar
Internet resource, and windows will open it for wou,

2]

Cpen: Immc.exe

(0] 4 I Cancel

5

| Browse. .. |

2. Onthe Console menu, click Add/Remove Snap-in.

'fii Consoled - [Consaole Root]

|Jﬁ Console  Window  Help
B

CErlH-M

i J o M
i —  Qpen... ChrH-o

I [aT B
D S| B |-lalx]

i EE Save Chr+5
| Save Bs...
AddjRemove Snap-in. .. Chrl+-r
Options. ..

1 Certification &utharity.msc

2 EWINMTSD swstem32dsa. mse
3 ENMINMTSOY,  \comprigrt, msc
4 E:WYIRMTSON, , \oerbsey msc

Exit
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3. Click Add to add a snap-in to the current console.

Add/Remove Snap-in I 2=

Standalone | Extensions I

Uze this page to add or remove & standalone Snap-in fram the consale.

|

Shap-inz added to: i@ T

— Dezcription

Add... Bemayve Shout.. |

oK I Zancel

4. Select Certificates and click Close.

Add standalone Snap-in 3 2

Awailable Standalone Snap-ing:

Shap-in | Wendor IA
er@.-’-"«cti\n'e Diirectony Domainz and Trugts Microzoft Corporation

B2 Active Directory Schema M anager icrozoft Corparation
ﬁ.&ctive Diirectory Sitez and Services ticrozoft Corporation e
@.&ctive Directory Uszers and Computers  Microzoft Carporation
Q Certificate Services Manager icrozoft Corporation

A 3 Microzoft Corporatian
@ Component Services Explorer ticrozoft Corparation
@ Computer Management ticrozoft Corporation
% Device M anager ticrozoft Corparation
ﬁDisk Defragmenter Executive Software Inte... j

— Dezcription

The Certificates shap-in allows you to browse the contents of the
certificate stores for yourself, a zervice, or a computer.

Add Cloze

5. Select My user account. Click Finish.
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Certificates snap-in ) |

Thiz snap-in will always manage certificates for:
" Service account

" Computer accaunt

< Back I Einish I Zancel

6. Click OK to close the Add/Remove Snap-in dialog.

“i4 Certificates - [Console Root, Certificates - Lser {kehviny ) Personal] 5 |:||£|
) o Windew  Hiek |0 M| @ algix
| meoen wew | & *|III|E|‘_'_"| [ [ 2

| Coneck: Roo: Ohjsct Tops

% E’ C=rbficabes - Usar dkebarmyd Ccertificates

R |

i L Certficates

1 B 2D Trusted Rook Cert Fication

|| Enterpr e Trst

1 B [ Inbermediate Cerdficadon
| [ Actve Dredory User Qb
' REQLEST

B cestificates {)iheluirg2)

K —— £
Pamond store contains 12 certFicakas,

Obtaining a Certificate from a Certification Authority on Your
Windows 2000 Domain

This process requires a certification authority installed in the same Window=000
domain as the client running the Microsoft Certification Authority service. The
certification authority must be installed either as a root or subordinate Enterprise
Certificate Authority (CA).

To obtain a certificate

1. Right-click the Personal node.
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Tn Certificates - [Consoke Root) Certificates - Lsar
|Tﬂ'| gorscle  Window  Help
| detion Men | = = i m P RN

=10/ =]

W = oS TS

Reques: a resy parsoral oort Foabs

1 Corenis oot Dbrjeck Type:
= A2 Cerlificat es - Lissr [losborry] _hetFoates
[ | &
. Fid Cetficata, |
¢S T cetiisr.
oy L
4z Irem ediend Kewy Cedlificats, .,
o (o avrp e ek fram e
B2 REG Refrech
~ {5 Cerlifica
Help
i | M

2. Onthe All Tasks submenu, select Request New Certificate

Welcome to the Certificate Request
Wizard

This wizard requests a new certificabe from a certification
autharity in your domain,

& certificate is a confirmation of your identity issued by a
certification authority, Certificates contain information
used to protect data, or ko establish secure network

A private key is the secret half of a publiciprivate key pair
associated with a certificate, It is used to digitally sign or
decrypt data encrypted with the corresponding public kesw,

Click Mest ko continue,

< Back I Mext = I Cancel

3. Click Next.
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Certificate Request Wizard il

Certificate Template

A certificate template conkains preset property values For certificates,

Select a certificate kemplate For wour request,
Certificate templates:

EFS Recoveny Agent ‘ﬂ
Smartcard Logon

Smartcard User

Trust Lizgt Signing

|Jzer Signature Only

[ &dvanced options

< Back, I Mext = I Cancel

4. Select the certificate template that you want the new certificate to be based on.
Click Next.

Certificate Request Wizard il

Name and Description for the New Certificate

The name and description For a certificate can help identify it among ather similar
certificates.

Enter a friendly name and description for the new certificate,

Friendly name:

Descripkion:

< Back, I Mext = I Cancel

5. Enter a friendly name or a description, if desired. ClickNext.
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te Request Wizard il

Completing the Certificate Request
Wizard

ou have successfully completed the Certificate
Request wizard,

‘You have selected the following For the new certificate:

Friendly Mame <Maonex

Account Mame kelving

M achine Mame KELYIMYT

Certificate Template  User

CSF Microzoft Baze Cryptographic Pros
< | Bl

Cancel I

6. Click Finishto send the certificate request to the CA.

Certificate Request Wizard

The certificate request was successful,

Inztall Certificate Cancel

7. Click Install Certificateto install the certificate to the certificate store. You can
also view the certificate before installation byclicking View Certificate.
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Viewing a Certificate

You may need to look at your certificates in the certificate stores.

To view a certificate

1. Expand the certificate store that contains the certificate you want to view.

Tm Consolel - [Console Root]

-lofx|

M corsce wodow b ||D @ @]l

| m @

Action  Wiew “ = = |

J
—

(2] Personal

D Trusted Root Certification &ut
&1-(Z] Enterprise Trust

D Intermediate Certification Autl
EI Active Direckory User Object
-] REQUEST

< | H

| Mane
=g Certificates - User (kehviny EPCertificates - User thelviny)

2. Click Certificates to see the listof certificates in that certificate store.

| o s ek

B

TR |:E|| =

| s v [| = [ | 6 B X & @

?_'Jc:mole o {Tcouad To | Texued By [ Epration man »
= P Cerfiwates - User thabeny] (S new oo B WEWY ROOT ZjLomn
1] Persoral Elﬂa:a HEW AT Eo3 WEWY ROOT L0
EHE '[ruili*dnm:\t-:ﬁ-lfkﬂim Clers | Pubbc Pimary Cerdf o Class 1 Public Primary Cerifcation &, 1) 20
i ﬁ::i_-&:f:t Elﬂcmzmt Primiary Certl,., Chs £ FuChe Primary Cantfication A, 730
i1 = MR ;lﬂdﬂ::lﬁ.hk Primary ool ., Class 3 Public Prmary Cemificston .. TJ1IM
.; _.j Ak hl“ml—hﬁmr:\:mtmnkmltmh:a:m.ﬁu... e al et Hioabior S it ZaLpe
i T RECILEST EEII:I:wrdt i) 1997 Mool Copemight (o) 1957 Microenft Corp S L]
|[EaTE cvbeTost Gobsl Roat  GTE Cpbes Trust Gaobal oot 13jefLa
EEGTE ke Tk Rock GTE Cpher Trust Root b Ty 3
[ER RN Kehintz 3izka
| Btz Wbt iz
| Ekerinkness 2048 Pan: Keyiiress 2048 Rock SfEim
AE Lo THroct§ LoniaTh-rocts 41100
| [Eltirosnf authercadeim ... Mrrosat Autherscodelin) Raot AL, 3LLZE8
| Elmicrosof oo authericy Microenlt Rook Ahoriy HLa2n
(EMs Cortsre Tt GroupTh MG Certsey Test Graug A gj10m

E{u'.nnm:rw ArCFOTRN. T
1

il | ,LIE

L TARN TTY n.irpnn:n FPYAT Mo

[Trusted ook Cerif cation puthorties sioie conkare 34 cerif kates.

1111 _r].:.i
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Right-click the certificate that you want to view, then clickOpen. You can also
view a certificate by doubleclicking it.

L Censol Reat I To | Easiemci By | Expiration bab =
=B Cetisbos - User bebine] (e pew roer B3 NEN RST Z310j00
e Perzund [Eaz e ROGT B TE A0 Z={10/m
= 1201 Trustsd Rock Certficabon
i ui‘:ﬂi“’m s 2 Pk Piknae: Boan by b evimary CerlFlcation A& 7104
H u R E A [ﬂ:lm: ZPubic Primar g Tacke & [Pubbc Primary Certficstona.. T)104
P I_'l Acthve Diectory Lizer o EEnrlrl:md efeal o soial Cerificston swthanty HN1i)s9
B [ RECLEST @Cun‘rdﬂ Cra 1997 o (] 19597 Hirosoft Comp, a1z)en
EcpbeTrist Gt pajue b i Tt okl Rt 15218
[E=TE CybarTrist Roo ——————herTrust Roct 3206
i i 3120
ek Help 1 10
[Eceinin ess 2 ME Roor————TryRress T99 Finck /5ima
B o Theroces LousTh-roces +/13)oD
[E=lricrosof t Autherbioodsibn) .. Micosoft Authenticodsdim] Root A, 3LIZI9
Ercroscit ook Authorty Microcalt Rool Atheorky a0z
[t Cortory Test Group DA M CerSry Test Group CA g/10)03
s | LARN TV ACCFETFD, [, WO 1 TARTTTY A TFRTFTL (Y07 Ueri. . 7IMIS =
n R | L | :

[Trissbed Aoak Certifeation Axthor biss stons conkss 54 et abes, [ [
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4. The certificate dialog is organized into 3 tabs.

The General tab is the default viewfor seeing a certificate’s uses.

20

General | petails | Certification Path |

=1 Certificate Information

This certificate is intended to:

* Engure the content of e-mail cannot be viewed by others
+ Pratect e-mail from tampering

*Ensure e-mail came from zender

+ [Guarantee vour identity ba a remate computer

Iszued to: Clasz 1 Public Primary Certification sutharity

Izzued by: Class 1 Public Primary Certification sutharity

Yalid from 253/1/36 to 7/1/20

|szuer Statement. . |
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The Details tab displays the actual X.509 fields, extensions, and properties of a
certificate. You may also clickEdit Properties in this view, which allows you to

modify the Friendly Name and Description fields. You ca also specify what the
certificate can be used for.

2| x|

General Details |Certification Path I

shov: [T ~ |

Field | Walue |-
E‘Jersion W1

ESerial Mumber 3250 33CF 5001 56F3 GCE1 A

E Signature Algorithm md2R 5

Elssuer Clazs 1 Public Primary Certificat.. |
E‘Jalid From Sunday, 28 Januam, 1996 16:0...
EVaIid To Tuesday, 7 January, 2020 15:5.

E Subject Clazz 1 Public Primary Certificati...
[E]Public Key RSA [1024 Bits] =l

Edit Properties... | Copy ta File.... |

Microsoft Windows 2000 Beta 3 Technical Walkthrough 11



The Certification Path tab displays the certification path.

/x|

General | Detais ~Certification Path |

r— Certification path

Wiew Cerfificate,.. |

Zertificate status:
This certifizate iz QK.
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Exporting Certificates
You may backup important certificates and the corresponding private keys, or move
them to another computer.

To export certificates

1.
2.

Right-click the certificate(s) you want to export.

On the Task submenu, click Export to launch the Certificate Manager Export

Wizard. Click Next.

ate Manager Export Wizard _>ﬂ

Welcome to the Certificate Manager
Export Wizard

This wizard will copy certificates, certificate trust lisks
and certificate revocation lisks from the certificate stare
ko wour disk,

What is a certificate?

A certificate is a confirmation of vour identity issued by a
certification autharity, Certificates contain information
used to proteck data, or ko establish secure netwark
connections.

What is a certificate store?

A certificate store is a svskem area where certificates,
certificate trust lisks and certificate revocation lists are
stored.

Click. Mext ko continue or Cancel to

Cancel I
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3. If the certificate that you are exporting has a corresponding private key in the
system, you can choose to export the private key with the certificate.

Note You will only be able to export to a Personal Information Exchange PKCS#12 file if you
want to export the private key.

Certificate Manager Export Wizard il

Exzport Private Key with Cerlificate
Indicate if you wank to export the private key with wour certificate,

Private keys require protection, If wou wank to export the private key for the
selected certificate, wou will be required to enter a password on the Follawing page.

Do you veank to export the private key with the certificate?

* ez, axport the private ke

" Mo, do not export the private key

< Back, I Mext = I Cancel
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4. Select the export file format. ClickNext.

Certificate Manager Export Wizard il

Certificate Export File Format
Certificates can be exported in a wariety of formats,

Select the Format yvou wank to
{* ‘DEF encoded hinary <503 [ CER}

" Bazebd encoded .50 [.CER)
{~ Cryptographic Message Syntax Standard - PKCS #7 Certificates [P7E]

[T Include all certificates in the certification path if possible
" Eersonal [rfarmation Exchange - PRES $12 [P
I[7 | Include allicetificates inthe certification path if possible
[ Enable strong protection [requires | E 5.0, NT 4.05F4 or abave]

[~ Delete the private keyif the export i= siccessful

< Back, I Mext = I Cancel
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5. If the file speciffied is a Personal Information Exchange—PKCS #12 (*.pfx), you
will be prompted for the password. Enter the password to import the file. Click
Next.

Certificate Manager Export Wizard il

Password Protection for the Private Key
To mainkain security, the private ke is secret and must be protected with a
passward,

Enter a password to encrypt the private key wou are exporting,
Password:
fi
Confirm password:

< Back. I Mext = I Cancel
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6. Enter the name of the file you want to export. ClickNext.

Certificate Manager Export Wizard il

Exzport File Name
Enter the name of the file that wou want bo export,

File name:

|| Browse. .. |

< Back, I Mext = I Cancel
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7. Verify the choices you have made in the wiard. Click Finish to export to the
file.

Certificate Manager Export Wizard _>ﬂ

Completing the Certificate Manager
Export Wizard

ou have successfully completed the Certificate Manager
Export wizard,

‘You have selected the following For the export operation:

File Mame c:htempt
Export Keys Mo
Inzlude all certificates it the certification path Mo
File Format DER En
4 | |

Importing Certificates
You may restore certificates and the corresponding private keys from a file.

To import afile
1. Right-click the certificate store you want to import.

2. Onthe Task submenu, click Import to launch the Certificate Manager Import
Wizard. Click Next.
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x|

Welcome to the Certificate Manager
Import Wizard

This wizard helps to copy certificates, certificate trusk
lisks, and certificate revocation lists From vour disk to the
certificate store,

What is a certificate?

A certificate is a confirmation of vour identity issued by a
certification autharity, Certificates contain information
used to proteck data, or ko establish secure netwark
connections.

What is a certificate store?

A certificate store is a svskem area where certificates,
certificate trusk lists, and certificate revocation lisks are
stored.

Click. Mext ko continue or Cancel to

Cancel I
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3. Type the name of the certificate file that you want to import. Alternatively, you
may find the file by clicking Browse. Click Next.

Certificate Manager Import Wizard il

Select File bo Import

‘You can specify the file to be imported,

File name:

Browsze. . |

Mote: Mare than one certificate can be stored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx,.P12)
Cryptographic Message Svntax Standard- PKCS #7 Certificates ( P7E)

Microsoft Serialized Certificate Store [L55T)

< Back, I Mext = I Cancel
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4. |If the file specified is a Personal Information ExchangePKCS #12 (*.pfx), you
will be prompted for the password. Enter the password to import the file. Click
Next.

Certificate Manager Import Wizard il

Password Protection for Private Keys

Tao mainkain security, the private key is secret and must be protected with a

Please enter a password bo access this File,

Password;

[” Enable stong private key protection

[ Mark the private kep as exportable

< Back, I Mext = I Cancel

5. Click Next to continue.

Certificate Manager Import Wizard il

Select a Certificate Store

Certificate stores are system areas where certificates are stored,

Select the certificate store for the new certificates,

€ Automaticallyselect the certificate store based on the tipe of certificate

& Place all certificates into the following store

Certificate

Personal Browse, . |

< Back, I Mext = I Cancel
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6. The next wizard page contains summary information about the file that you are
importing. Click Finish to import the file. The certificate(s) are now ready for
use by the system.

te Manager Import Wizard _>ﬂ

Completing the Certificate Manager
Import Wizard

ou have successfully completed the Certificate Manager
Import wizard,

‘You have selected the following For the import operation:

Certificate Store Selected by Uzer  Perzonal
Content PP
File Mame C:Mtemphtest.pfs

Cancel I
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Connecting to a Computer
The Certificates MMC snapin can be used to manage a computer’s certificates.

To connect to a computer

1. Start the MMC by clicking Run on the Start menu. Then type in mmc.exe and
click OK.

Run 2| |

Type the name of a program, folder, document, ar
Internet resource, and windows will open it for wou,

Cpen: Immc.exe j

(0] 4 I Cancel | Browse, ., |
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On the Console menu, click Add/Remove Snap-in.

m Eonsolel [Eonsole Root]

=101 %]

IW [cormie ot s @ m _lsix

J ChrlHM
| Open Chrl+

: EE Save Chrl+5 I
| Save As..

AddjRemove Snap-in... ChrlM

Options, ..

1 Certification Authority  msc

Z E VW INNTSOswskem32idsa. me
3 EVWINMTSON. . \comprgmt. msc
4 EAWINMTSO), . \certsry. msc

Exit.

Add/Remove Snap-in . 2=

Standalone | Extensions I

Uze this page to add or remove & standalone Snap-in fram the consale.

|

Shap-inz added to: I@ T

— Dezcription

Add... Bemayve Shout.. |

oK I Zancel
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Click Add to add a snap-in to the current console.

Add Standalone Snap-in ] 21x|

Ayailable Standalone Shap-ing:

Snap-in | Wendaor |A
e’]ﬁhctive Directory Domaing and Trustz Microsoft Corporation

B2 Active Directorny Schema Manager ticrozoft Carporation
@Active Directony Sites and Services ticrogoft Corporation e
@Aclive Directory Uzers and Computers  Microzaft Carporation

Q Certificate Services Manager ticrogoft Corporation

M 3 ticrosoft Corporation

@ Caormpanent Services Explarer tdicrosoft Caorporation

Q Computer Management ticrogoft Corporation

‘% Device Manager tdicrozoft Carporation

m Disk Defragmenter Executive Software Inte... L‘
— Dezcription

The Certificates shap-in allows pou to brovese the contents of the
certificate stores for yoursell, a service, or a computer.

Add Cloze

Select Certificates and then click Add.

Certificates snap-in |

Thiz znap-in will always manage certificates for:

" My user account

" Service account

= Bach I Mext = I Zancel
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5. Click Computer accountand then click Next.

Select Computer 1 |

Select the computer pou want thiz Snap-in to manage.

Thiz znap-in will always manage:

&' Local computer; [the computer this consale iz running on)

' Another computer; I Browse... |

[ Allow the selected computer to be changed when launching from the command line. This
only applies if you save the consaole.

< Back,

Cancel |

6. Click the radio button forAnother computer. Type the name of the computer
you want to manage (or clickBrowse to select from a list). ClickFinish.

Select Computer il

Select the computer yow want this Snap-in to manage.

Thiz znap-in will always manage:

(" Local computer: [the computer thiz console is running on)

(¥ Another computsr: I'\'\iohnsmithﬂ Browsze. .. |

[ Allow the selected computer to be changed when launching from the command line. This
only applies if you zave the console.

< Back I Finish I Cancel
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7. Click OK to close the Add/Remove Snap-in dialog box.

';-nl nnsale? - [Console Root', Certificates (Local Comparter )] ) 5 DIE
[Ty oo Wrvw b |0 & W alsix
|| e || = | (=i ] 2 !
=1 Corsale Roat Logitd Sors Hame I
E G| cantificates (Lacal tery

g j :“:::mc ETrusctend Rcat Do tFbcation Authartice

TLE %
: SEreemrise Tzt

B i) Enkipie Tl | Py st Cmrtfication Athor ties

14 - InterTrmdiate EWEQLEST

B3 RECAEST Ea=c

Rl 2 5RC
LN E— |
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FOR MORE
INFORMATION

For the latest information on Microsoft Windows2000 network operating system,
visit our World Wide Web site at http://www.microsoft.com/windows/server/ and the
Windows NT Server Forum on the Microsoft Network (GO WORD: MSNTS).

For the latest information on the Windows2000 Beta 3, visit the World Wide Web
site at http://ntbeta.microsoft.com/.

Before You Call for Support

Please keep in mind that Microsoft does not support these walkthroughs. The
purpose of the walkthroughs is to facilitate your initial evaluation of the Microsoft
Windows 2000 features. For this reason, Microsd cannot respond to questions you
might have regarding specific steps and instructions.

Reporting Problems

Problems with Microsoft Windows 2000 Beta 3 should be reported via the
appropriate bug reporting channel and alias. Please make sure to adequately
describe the problem so that the testers and developers can reproduce and fix it.
Refer to the Release Notes included on the Windows2000 Beta 3 distribution
media for some of the known issues.
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